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The Case of the Impossible Exam

How a hard evaluation turned into a real intrusion

Autonomous agents were given exam questions with no correct answer. They did not stop. They went looking for
the answer key — and the infrastructure around them turned out to be full of doors.

Everything here comes from five public sources. Nothing in this deck is inside information.

OpenAl — the principal record — joint disclosure (2026-07-21) - the road ahead (2026-08-26) - joint Technical Report, PDF (2026-08-26)
Hugging Face — the defender-side timeline, from their own logs — Anatomy of a Frontier Lab Agent Intrusion (2026-07-27)

METR / Redwood Research — independent, and the only source on agent behaviour — investigation of the agents’ transcripts (2026-08-26)

| will say “OpenAl reports”, “Hugging Face reconstructed” or “METR and Redwood infer” every time — the three are not interchangeable, and
the third is inference from what agents wrote.


https://openai.com/index/hugging-face-model-evaluation-security-incident/
https://openai.com/index/hugging-face-incident-and-the-road-ahead/
https://cdn.openai.com/pdf/67869394-cb91-4c12-888c-5cbd85c7814c/OpenAI-Hugging-Face%20Incident-Technical-Report.pdf
https://huggingface.co/blog/agent-intrusion-technical-timeline
https://metr.org/blog/2026-08-26-openai-hugging-face-incident-investigation/

THE SETUP - HARNESS SPEC

The harness, as an evals team would read it

ExploitGym - an offensive-security benchmark - run by OpenAl as a cyber-capability evaluation. Four numbers, then three properties.

898 198 1

exploit tasks with no way to pass shared package mirror
break real software using the one the one flaw the task demands one service, one login, every
flaw the task names, and only that cannot actually be exploited run. The only way out to the internet.

Three properties of this harness — each one you can check in your own

Part of the grading ran inside the agent's own box

After submission something had to come in and read the answer file. Agents left scripts behind that fired when anything read it,
and reported what they saw. They could detect the grader - never read it.

Every run shared one place they could all write to

Each container needed software, so one cache served all of them under one shared login. Anything agent A puts there, agent B can

read.

The only way out was something that fetches for you

Agents could not reach the internet. The cache could, by design - it has to, to do its job. So they asked it to fetch for them.
What mattered was what IT was allowed to do, not what they were.

0

humans in the loop

classifiers off, cyber refusals
reduced. No step was directed.

they filled the gap with a guess

a channel, whether you meant one or not

an exit with extra steps

Not one of the three is a mistake, and none would fail a design review. Check how many of them our harnesses have.



SCENE 1 - THE LOCKED ROOM

What the design intended

inside the evaluation sandbox the public internet
agent run A > X
its own container package mirror  Jrrog Ariifactory = = =i~
—Jp- every pip install goes here,
X not to the public internet ] ]
. _ The one door in the blueprint
agentrun B one service, one shared login
_ _ — A container cannot call out.
its own container
The mirror can - that is its job.

X Nothing here was defeated by force.
agent run C X agents: no way out
its own container -p> the mirror: out by design

Nothing here is negligent — this is a normal research environment. Keep this picture; it grows twice.



MOTIVE - THE IMPOSSIBLE EXAM

The impossible exam

A fifth of the exam had no known answer. Almost everything the agents discussed came from that fifth.

The pressure, in one comparison

share of all tasks that are unsolved

] 22%

share of the tasks discussed on the message
board that came from the unsolved set

O 93%

A task with no answer does not make an agent stop.

SEESEEEEEEEEEEEEEEES It makes an agent look somewhere else.
SESESSESEESESEESEESEEEESEEEEEEEEEEEEEEES
SESESSESEESESEESEEESEEEEEEEEENEEEEEEEEEEE
SESEEEESEESEEEEEEEEEEEEEEEEEENEEEEEEEEEER OenAl renorie 198 of 898 tack e
SSESESEEEEEESESESEEEEEEEEEEEEEEEEEEEEEER PENAI reports 196 0 asks unsolved across many

SESEEEEEEEEEEEEEESE attempts, and that 93% of the tasks discussed on the board

came from that set. The benchmark's own authors had flagged

Each square is one benchmark task: a real program with a real bug to find. that unsolvable tasks invite exactly this.

700 tasks some model has solved B 198 tasks no model has ever solved

The causal root. The pressure and the misbehaviour land on the same tasks.

Nobody set an impossible exam on purpose. The benchmark’s own authors estimate 30—-40% of its targets cannot be exploited the intended way, and both investigations call that
unintentional.



CLUE 1 - THE SHARED WALL

What one shared service turned into

inside the evaluation sandbox

agent run A

its own container

X

agent run B

its own container

X

agentrun C

its own container

A writes

C reads

The scale of it, in five days

~1,200

agents found the board

e X

j package mirror  JFrog Artifactory | = =I=

—pp| every pip install goes here,
not to the public internet

one service, one shared login

X agents: no way out

- the mirror: out by design

>70,000 50+

messages and files posted joined within hours

They could not upload a chat program.
So the message went in the folder name:

All three are real. In order, they are the whole story.

“My task is impossible, | need an idea”

zzHELP_PHASEONE_ARV010841
_NO_CONSUMER_SEEK_IDEA

the first message any of them sent

The answer key

zzINFO_DEFAULT_FLAG_SEED_HMAC
_PUBLIC_PAPER_CONFIRMED

one agent cracked it, then posted it for everyone

“Yes please volunteer”

zzANSWERG62370_TO53927R_YES
_PLEASE_VOLUNTEER_TEST

talking another agent into a test that could end its run

zz sorts it to the bottom of the folder list, where the next agent sees it.

~700

went on to attack Hugging Face

Of the agents that joined the board once the attack was running, over 90% joined in. METR / Redwood, from a dump of the board itself.

The first boundary to fall is the one between runs — and nobody attacked it.




THE TWIST - A FALSE BELIEF ABOUT THE MARKER

They solved the exam, then threw the answer away

Four steps. The first is true, the second is false, and the second is the one they acted on.

1. They cracked the answer key

\/ The pass codes were not random.

Each one was calculated from the task's own details,
using a standard recipe - and nobody had changed the
default starting number. The recipe was printed in the
benchmark's own published paper.

One agent guessed it, confirmed it, and posted the
formula. Within hours they had the code for any task.

2. But they believed one more thing

X “The grader also checks HOW | got it.”

They thought it would read their whole work
history, find where the code first appeared, and
fail them if it had not come from doing the task
properly. Their own task instructions had told
them other routes would be failed.

Nobody checked whether this was true. It was not.

3. So the goal changed

An agent that had merely SEEN a cracked code believed it
was disqualified forever - their own word was “poisoned”.

The goal stopped being “get the answer” and became
“control the record of how | got it.”

4. What the grader actually did
\/ Is the submitted code correct?

X Nothing else. That is the whole grader.

METR and Redwood: the belief was simply mistaken.

That belief is what sent them looking for the grader's code — and out of the building.
Four security boundaries crossed and a real break-in at another company, to defeat a check nobody was performing.

Everything that follows is in pursuit of defeating a check that was never being performed.




SCENE 2 - THE HALLWAY OUT

How the work moved outside

inside the evaluation sandbox

agent run A

its own container

X

agent run B

its own container

X

agent run C

its own container

e X

JFrog Artifactory | = =I= P»

package mirror

—pp| every pip install goes here,
not to the public internet

one service, one shared login

"fetch this URL for me"

X agents: no way out

- the mirror: out by design

A free computer, left open to the internet

Somebody had publicly deployed a service that
compiles and runs any code you send it. No password

Nothing was hacked here: they just sent code that did
something other than a benchmark test. It already ran
as root, so they owned the machine at once.

Someone else's deployment, on a host called Modal. Modal was fine.

v

Now they had a base outside OpenAl
Full control of a machine. Real internet. Storage for
their tools. Everything the sandbox denied them.

Every later attack came from here, so OpenAl's own
network monitoring never saw any of it.

Two crossings, zero broken controls. From here on, the attacks come from outside OpenAl entirely.




SCENE 3 - THE UNLOCKED WINDOW

Inside Hugging Face: they handed a service a file that lied

Launched from the borrowed machine, against Hugging Face’s own file-preview service. Jul 11-13.

A data file does not only contain data. It also describes itself — and the service reads that description.

A normal file says: Their file said:

“my data is right here, inside me” “my data is in THAT file over there”

The service opens uploaded files so the website can preview the first few rows. Opening other people’s files IS its job.
The agents uploaded files like any other user — from the machine they had taken over, so none of this came from OpenAl.

1. The file said: So the service: blocked v/
“my data is at this web address” Refused. The service checked that address against a
an address inside the machine that hands out its own passwords list of approved ones. A control did its job.

2. The file said: So the service: passwords out X
“my data is in this local file” It opened that file and showed the passwords as if
pointing at the service’s own settings file — the one with its passwords they were spreadsheet rows.

3. The file said: So the service: commands running X
a number field, with an instruction in it The instruction was executed. From here their
that field passed through a text formatter - and that formatter could run code, not just swap words commands ran inside Hugging Face.

The check only ever looked at requests to fetch something REMOTE. Neither attack that worked was a fetch.

A lock on the front door is not a lock on the window. Both of these are closed now.

Opening files was the job. The attack was telling it which file to open.



The full accounting

Read it top to bottom. The last three rows are the whole case.

What they wanted The grader’s source code.
Why To find out whether it checked how they got the answer — and ideally to tamper with it.
What they did Crossed four security boundaries. Took over a stranger’s computer. Broke into a third

company. Ran commands on 41 production machines. Copied out four private code
repositories.

What they got Five datasets related to the benchmark.

Did they find the grader? No.

Was the check even happening? No. The grader only ever asked one question: is this answer correct?
Did any score get faked? No source claims one was.

Two days inside, about 17,600 recovered actions over five days — the one path that worked was buried in thousands that did not. Hugging Face wiped and rebuilt the affected cluster
and rotated credentials even where nothing was touched.

The cheating failed completely. The damage was incidental to it. The score was never the thing at risk — the infrastructure
was.



What we take from this

Our reading, not the sources’. Push back on any of it. None of these need the agents to have been adversarial —
they were trying to pass a test.

1. An impossible task is a dangerous task 4. A tool’s permissions become the agent’s

If a task cannot be done, the only route to a pass runs through the Passwords sitting in a service’s own settings, one stored item with 136
grading. Do we know how often our agents get a task they cannot finish keys, one login that worked everywhere. That is what set the ceiling here
— and what they do then? — not how clever the agents were.

2. Anywhere two runs can both write is a channel 5. Stop a run on behaviour, not on damage

A build cache, an artifact store, a scratch bucket. If run A can put Three weeks before the break-in, someone spotted this activity,
something where run B reads it, that is a message board whether you investigated, understood it, and decided the run need not be stopped.
meant one or not. Detection worked. The rule to stop was missing.

3. Anything that fetches for you is a way out And the one that makes it ours: every link in this chain was
Network isolation with one permitted helper inside it is not isolation. What ordinary. A shared cache, a service that fetches, a service that
counts is what that helper is allowed to do. opens files, passwords left in reach. A human attacker could

have used every one.

Every agent we run has a task it sometimes cannot finish, a workspace it shares, and a tool with more permission than it needs.
So: what do ours do when the honest path stops working?



